
Agenda – Day Two  
09:00 – 11:00 Bringing the Campuses to the Federation 

•  09:00 Recap of Day One 
•  09:30 Technologies at the Federation Level 
•  10:00 Use Cases (Libraries) 
•  10:00 Policies at the Federation Level 
•  10:30-11:00 Tea Break  
•  11:00 Discussion 

12:00 – 13:30 Lunch 

13:30 – 16:00 Federations in Practice 
•  13:30 eduroam, eduGAIN and Social Identity Mapping 
•  14:00 Global Outreach 
•  14:30 Business Plan  
•  15:00-15:30 Tea break 
•  15:30 Discussion 
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The computer lab 
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The Situation on Campus: 
Lots of Applications 

 
 
 
 
 
 
• Applications for students and researchers 
• Applications require authentication and 
authorization 



• A solution to the exploding password systems 
 

• Don’t create “one more” in the hope that I will 
become “one less”. 

 
• Pick an existing one 

•  /etc/passwd 
•  Library Management System 
•  Student Enrolment System 
 

• Pick tools that match your skillset 

 
Identity Management… 



•  simpleSAMLphp	
•  PHP	
• MulF-lingual	support	

•  Shibboleth	
•  IdP	is	Java,	SP	is	C/mod_shib	

•  Runs	within	Apache	Tomcat/Java	
•  PySAML2		

•  Python	
	

• Benefits	are	greater	than	using	LDAP.	
• Many	plug-ins	or	modules	available	for	common	tools.	

More	that	one	choice	is	good…	



• Waiting until … 
•  NRENx has their federation in “production”. 
•  NRENy is a member of eduGAIN. 
•  A “killer app” is found. 

 
•  “Other” or Future Federation Technologies 

•  OpenID Connect + OAuth are being explored. 
•  Hub & Spoke gateways already exist. 
 

• Policy vs Technical 
•  You can focus on one (or the other, or both). 
 
 

 

 
What NOT to focus on? 



• Federating your campus systems 
•  Talk to your researchers, staff & students 

•  Investigate key services 
•  Intranet and Website 
•  Webmail 

•  Google Apps for Education, Microsoft 365 
•  e-Learning – Moodle, Desire2Learn 
•  Talk to your librarian about Journal Access 

• Find your own “killer app”. 
 

 
What to focus on? 



DIGITAL LIBRARY CONTENT 
AND LICENSING 
Nicole Harris, GÉANT 



Learning Objective –  
Digital Library Content and Licensing 

Understand how 
current library 
resources are 
being used by 
federations.  

 

Have a 
grounding in the 
content that is 

already available 
via federations 

and how you can 
engage.  

Learn some 
approaches to 

ensuring 
licensing 

compliance. 

Understand 
some of the 

problem areas 
with publishers. 

 



 
 
 
 

Connecting People to Resources 



What can I use? 
 

12507 Entities 
 
 

3760 Identity Providers 
 
 

8747 Service Providers 
 
 



MET is your friend!  

https://met.refeds.org/ 



MET is your friend! 



MET is your friend! 



Library Resources for Universities 



Library Resources for Schools 



Why is it a good fit?  

AFFILIATION 

LICENSE USER 



Licensing – Jisc Collections  

“provide access to the Material by UK Access 
Management Federation for Education and Research 
compliant technologies as a member of /and to join 

the UK Access Management Federation for Education 
and Research, subject to securing any necessary 

permissions, licences or consents (including, without 
limitation, any necessary permissions, licences or 

consents in respect of Intellectual Property Rights).” 



Issues - Discovery 



discovery.refeds.org 



POLICIES AND 
PRACTICES FOR A 
FEDERATION 
Nicole Harris, GÉANT 



Learning Objectives  -   
Policies and Practices 

Know what 
policies you 

need for your 
federation. 

Understand 
using existing 
templates for  

materials. 

Know what to 
avoid when 

writing policy. 

Understand 
eduGAIN 

policy 
requirements. 

 



Building Blocks of Federation 

Attributes 

Identity Provider / Service Provider 

Discovery 

Federation Tools 

Metadata 

Policy 



Document Structure 



Federation Policies 



All the Federation Policies 



What is a Federation “Policy”? 

The Federation Policy document defines 
the Federation by defining the Federation 
Members’ obligations and rights to be able 
to use available Federation Technologies 
for electronic identification and for access 
to attribute and authorisation information 

about End Users in the Federation. 



Contents of Policy 
Definitions and Terminology     

Introduction     

Governance and Roles     
• Governance     
• Obligations and Rights of Federation Operator     
• Obligations and Rights of Federation Members     

Eligibility     

Procedures     
• How to Join     
• How to Withdraw     

Legal conditions of use     
•  Termination     
•  Liability and indemnification     
•  Jurisdiction and dispute resolution     
•  Interfederation     
•  Amendments 



Common Mistakes 

Signing the 
wrong thing 

Eligibility Issues 

Publication 
(interfederation) 

Writing policy 
too early 

Ignoring 
interoperability 

issues  



Eligibility 

Be clear 
early on who 

is eligible 

Be clear 
early on who 

DECIDES 
who is 
eligible  

Include a 
catch-all 

Get IdP 
membership 

right 



Publication 
“The Member grants the Federation Operator the right: to 
publish and otherwise use and hold the Metadata for the 

purpose of administering the operation of the Federation; to 
publish the Member’s name for the purpose of promoting the 

Federation.” 

“In order to facilitate collaboration across national and 
organisational borders SWAMID MAY participate in 

interfederation agreements.” 

“This Agreement governs the Edugate Federation’s national 
access management federation only.  For the avoidance of 

doubt this Agreement does not apply to interfederation access, 
confederation access or metadata exchange.” 



What else do you need?  



REFEDS templates and support 

https://wiki.refeds.org 
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The computer lab 
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University Modem Pool 

Image	URL:	h,p://www.epicycle.org.uk/weblog/2003/feb2003-2.htm			 					Image	URL:	h,p://encyclopedia2.thefreedicFonary.com/modem	



education roaming 
 
Secure Wireless Service  
for Research and Education 



eduroam Infrastructure 
43	

•  Trust based on national policy 

•  Security based on 802.1X/RADIUS 

•  VLAN assignment to separate users 
 

RADIUS server 
University ABC 

RADIUS server 
University 123 

Roaming 
Operator 

Central RADIUS 
Proxy server 

WiFi  
Access Point User 

DB 
User 
DB 

Visitor 
VLAN 

Student 
VLAN 

Emplo
yee 

VLAN 

user@uni.edu.sn 

data 

signaling 



Where is eduroam? 
44 

eduroam 
Pilot 
:-( 







	
• 5	producFon	deployments	

Kenya,	Morocco,	Uganda	
South	Africa,	Zambia	

	
• 7	pilot	deployments	

Nigeria,	Senegal,	Algeria,	Egypt,		
Sudan,	Tanzania,	Tunisia.	
	
	

	

	
eduroam	in	Asia/Pac	



Back into the computer lab 

Image	URL:	h,p://www.fox.temple.edu/cms_about-fox/technology/it/resources/computer-labs/	



\\\\ 

The Situation on Campus: 
Lots of Applications 

 
 
 
 
 
 
• More applications for students and researchers 
• Applications require authentication and 
authorization 



 
Solution #1: LDAP 
• Centralised Password & 

Account Storage 
 
• Re-use of Accounts/Password 

across applications 
 
•  Focus password security at 

one location 
 
• One account for all applications 

Image	URL:	h,p://www.volkanoransoy.com/	



 
Solution #2: Web Single Sign-On 
(SSO) • Centralised Account Login 
 
• Re-use of Accounts across  

applications without another 
login (while your session is 
valid) 

 
• No Man-in-the-Middle  

password attack from LDAP 
connected applications 

 
• Still limited to the campus… 
 



Slide 52 

Solution #3: Federations 
Lots of Federations… 



Identity Federations: World Wide 

44 Production Federations 

17 Pilot Federations 



✘ 
54 

No interconnection between 
federations 



Global	AuthenFcaFon	INfrastructure	



•  Contribute	the	valuable	resources	from	your	federaFon	to	a	
global	pool	

•  Services:	
•  Free	
•  Licenced	
•  Project	Specific	

•  People:	
•  Allow	everyone	to	parFcipate	

eduGAIN:	Global	AuthenFcaFon	
INfrastructure	



eduGAIN & Federation Status 

March 2016 38 eduGAIN Members 
  5 Joining eduGAIN 

  8 Candidate Federations 
10 Known Federations 
 



•  eduGAIN	ParFcipant	/	Joining	
•  None	☹	

	
•  eduGAIN	Candidate	

•  South	Africa	
	

•  Pilot/Known	FederaFons	
•  Morocco	➔	eduIDM	
•  Zambia	(supported	by	SURFnet)	
•  NgREN	Federa.on	
•  WACREN	EduID	
	

	

IdenFty	FederaFons		
and	Africa	

eduGAIN Member 
Joining eduGAIN 
Candidate Federation 
Pilot Federation 



•  eduGAIN	ParFcipant	/	Joining	
•  Australia	(AAF),		
Japan	(GakuNin),		
NZ	(Tuakiri)	

•  eduGAIN	Candidate	
•  India	(InFed)	

•  Pilot/Known	FederaFons	
•  China	(CARSI	+	CSTNet	CloudFed	
•  Hong	Kong	+	Macau	(HKAF)	
•  Malaysia	(SIFULAN)	
•  Singapore	(SGAF)	
•  Taiwan	(?)	
	

	

IdenFty	FederaFons		
and	Asia/Pacific	

eduGAIN Member 
Joining eduGAIN 
Candidate Federation 
Pilot Federation 



FederaFon	Development	Criteria	

Pilot 
• Name, Webpage, Metadata Feed 

Production 
• Policy for IdPs & SPs 

Candidate 
• Metadata Registration Practice Statement 

eduGAIN 

• Declaration Signed, Metadata Feed 
Validated 



We’re here to help… 

   
 
 
 
 
 
 
 
 
 
 
 

edugain@geant.org 
 



Social Identities… 



A	family	of	services	



GLOBAL OUTREACH 
AND PARTICIPATION 
Nicole Harris, GÉANT 



Slide 65 

Lots of federations… 



44 Production Federations  
17 Pilot Federations 



 
 
 

“the voice that articulates the mutual needs of research and 
education identity federations worldwide” 



refeds.org 





REFEDS vs eduGAIN 



With thanks to our sponsors 



To Do…. 
Sign-up to the mailing list: 
https://lists.refeds.org/sympa/info/refeds.  
 
Tell us about your federation and add to the map: 
https://refeds.org/federations.  
 
Give us your metadata feed for MET:  
https://met.refeds.org/.  
 
Come to our meetings and participate!  



What do we do? 

ENTITY 
CATEGORIES FIM4R / SIRTFI  

FEDERATION 
TEMPLATES 

VIRTUAL 
ORGANISATIONS 

MONITORING SPECIFICATIONS 
AND SCHEMAS 



1.  User Friendliness 
2.  Homeless Users 
3.  Different Levels of Assurance 
4.  Community based authorization 
5.  Flexible and scalable attribute 

release policies 
6.  Attribute Aggregation & Account 

Linking 
7.  Federation solutions based on open 

and standards based technologies 
8.  Persistent & Unique User Identifiers 
9.  User managed Identity Information 
10.  Up to date identity information 
11.  User groups and roles 
12.  Step up authentication 

What do our users want us to do 
13.  Browser and non-browser based 

federated access 
14.  Delegation 
15.  Social media identities 
16.  Integration with e-Government 

infrastructures 
17.  Service Provider Friendliness 
18.  Effective Accounting 
19.  Policy Harmonization 
20.  Federated Incident report 

Handling 
21.  Sufficient Attribute release 
22.  Awareness about R&E 

Federations 
23.  Semantically harmonized identity 

attributes 
24.  Simplified process for joining 

identity federation 
25.  Best practices for terms and 

conditions 



REFEDS Training Log  



New Year’s Resolutions 





Attribute Release  

	
	

h,ps://wiki.refeds.org/display/ENT/Guidance+on

+jusFficaFon+for+a,ribute+release	
 



Reasons to Release Data (UK) 
CONSENT	 The	data	subject	has	unambiguously	given	his	consent.	

CONTRACTUAL	 Processing	is	necessary	for	the	performance	of	a	contract	to	which	
the	data	subject	is	party.	

LEGAL	OBLIGATION	 Processing	is	necessary	for	compliance	with	a	legal	obligaFon	to	
which	the	data	controller	is	subject.	

VITAL	INTEREST	 Processing	is	necessary	in	order	to	protect	the	vital	interests	of	the	
data	subject.	

PUBLIC	INTEREST	 Processing	is	necessary	for	the	performance	of	a	task	carried	out	in	
the	public	interest	or	in	the	exercise	of	official	authority	vested	in	the	

controller	or	in	a	third	party	to	whom	the	data	are	disclosed.	

LEGITIMATE	
INTERESTS	

Processing	is	necessary	for	the	purposes	of	the	legi5mate	interests	
pursued	by	the	controller	or	by	the	third	party	or	parFes	to	whom	

the	data	are	disclosed.	



7 Step Plan 



7 Step Plan  



The NSRC cultivates collaboration among a community of peers to build and 
improve a global Internet that benefits all parties. We facilitate the growth of 
sustainable Internet infrastructure via technical training and engineering 
assistance to enrich the network of networks.  
 

Our goal is to connect people. 

www.nsrc.org 


