Agenda — Day Two

09:00 — 11:00 Bringing the Campuses to the Federation

* 09:00 Recap of Day One

09:30 Technologies at the Federation Level
10:00 Use Cases (Libraries)

10:00 Policies at the Federation Level
10:30-11:00 Tea Break

11:00 Discussion

12:00 — 13:30 Lunch

13:30 — 16:00 Federations in Practice

* 13:30 eduroam, eduGAIN and Social Identity Mapping
14:00 Global Outreach

* 14:30 Business Plan

* 15:00-15:30 Tea break

» 15:30 Discussion



WHY IDENTITY
MANAGEMENT AND
FEDERATIONS

Brook Schofield, GEANT
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Why Identity Management & Networks - Services - People

Federation

Brook Schofield

eduGAIN Product Manager
GEANT

Hong Kong
1st August 2016



The computer lab




The Situation on Campus:
Lots of Applications

- Applications for students and researchers

- Applications require authentication and
swauthorization

APA
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ldentity Management...
- A solution to the exploding password systems

- Don’t create “one more” in the hope that | will
become “one less’.

- Pick an existing one
- /etc/passwd
- Library Management System
- Student Enrolment System

- Pick tools that match your skillset
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More that one choice is good...

« PHP
« Multi-lingual support

« |dP is Java, SP is C/mod_shib
« Runs within Apache Tomcat/Java

Shibboleth.

 Python

- Benefits are greater than using LDAP.
- Many plug-ins or modules available for common tools.
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What NOT to focus on?

- Waiting until ...
- NRENX has their federation in “production”.
- NRENy is a member of eduGAIN. /\ | N\
- A “killer app” is found. > d
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- OpenlD Connect + OAuth are being exploredl('
- Hub & Spoke gateways already exist.

- “Other” or Future Federation Technologies p‘/ﬁ

- Policy vs Technical
- You can focus on one (or the other, or both).
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What to focus on?

- Federating your campus systems
- Talk to your researchers, staff & students
- Investigate key services

- Intranet and Website
- Webmail
- Google Apps for Education, Microsoft 365
- e-Learning — Moodle, Desire2Learn
- Talk to your librarian about Journal Access

- Find your own “killer app”.
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DIGITAL LIBRARY CONTENT
AND LICENSING

Nicole Harris, GEANT

7, REFEDS
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Learning Objective —
Digital Library Content and Licensing

Have a
grounding in the
content that is
already available
via federations
and how you can
engage.

Understand how
current library
resources are
being used by

federations.

Learn some Understand
approaches to some of the
ensuring problem areas
licensing with publishers.
compliance.
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Connecting People to Resources
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What can | use?

12507 Entities

3760 ldentity Providers

8747 Service Providers
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-
MET is your friend!

Most federated entities

Expont *
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https://met.refeds.org/
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MET is your friend!

Federations summary
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Library Resources for Universities
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Journals, primary sources, and now BOOKS

Looking for the Beta Search? Go here

25
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Library Resources for Schools

SOCIAL STUDIES, &

e




-
Why is it a good fit?




Licensing — Jisc Collections

“provide access to the Material by UK Access
Management Federation for Education and Research
compliant technologies as a member of /and to join
the UK Access Management Federation for Education

and Research, subject to securing any necessary
permissions, licences or consents (including, without

limitation, any necessary permissions, licences or
consents in respect of Intellectual Property Rights).”




Issues - Discovery
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discovery.refeds.org

REFEDS
DISCOVERY GUIDE

REFEDS demonsteates the most eflective wiry 10 present fedecalad identity to
users of your site, with best practice and axampies of how 0 provide the Dest
axperence.

DISCOVERY
By X3, DEMO V8
GUIDE P=og =i @

wily h
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POLICIES AND
PRACTICES FOR A
FEDERATION

Nicole Harris, GEANT

7, REFEDS
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Learning Objectives -
Policies and Practices

Know what Understand
policies you using existing
need for your templates for

federation. materials.

Understand
Know what to eduGAIN
avoid when policy
writing policy. requirements.

e N
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Building Blocks of Federation

Attributes

Identity Provider / Service Provider

Discovery

Federation Tools

Metadata




Document Structure
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Federation Policies
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All the Federation Policies

uuuuuuuu



What is a Federation "Policy”?

The Federation Policy document defines
the Federation by defining the Federation
Members’ obligations and rights to be able

to use available Federation Technologies

for electronic identification and for access

to attribute and authorisation information
about End Users in the Federation.
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Contents of Policy

Definitions and Terminology

Introduction

Governance and Roles

» Governance
* Obligations and Rights of Federation Operator
» Obligations and Rights of Federation Members

Eligibility

Procedures

* How to Join
* How to Withdraw

Legal conditions of use

* Termination

* Liability and indemnification

* Jurisdiction and dispute resolution
* Interfederation

* Amendments

D ™
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Common Mistakes

Signing the
wrong thing

Ignoring
interoperability Eligibility Issues
issues

Writing policy Publication
too early (interfederation)

2 heind
APANYZ
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-
Eligibility

Be clear
Be clear early on who

early on who DECIDES
IS eligible who is

eligible

Get IdP
membership
right

Include a
catch-all

2 heind
APANYZ
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Publication

“The Member grants the Federation Operator the right: to
publish and otherwise use and hold the Metadata for the
purpose of administering the operation of the Federation; to
publish the Member's name for the purpose of promoting the
Federation.”

“In order to facilitate collaboration across national and
organisational borders SWAMID MAY participate in
interfederation agreements.”

“This Agreement governs the Edugate Federation’s national
access management federation only. For the avoidance of
doubt this Agreement does not apply to interfederation access,
confederation access or metadata exchange.”




What else do you need?
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REFEDS templates and support

Federation-Best-Practice Home
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federations. Ths b # QoOd place 10 slart T pou e considering Frpierrentng
AN HORrETy Fedaralion arvd Need Mare Dtk ound ISformanon and sepdont

) Policy Temgeate

The GEANT grogect created a Fedwaton Poicy Template 16 Nelp new and
STHGING CeraONs QuitKly LNIEMZANS T rEGUINEMenta for federaton poldicy
ANS 10 WPPSTt 30 IMroperable aperoach 1o poOicy Creaton ane
implementation. Federstiona are encouriged 1o use Tis template

https://wiki.refeds.org
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e
Agenda — Day Two

09:00 — 11:00 Bringing the Campuses to the Federation

e 10:30-11:00 Tea Break
 11:00 Discussion

12:30 — 13:30 Lunch

13:30 — 16:00 Federations in Practice

* 13:30 eduroam, eduGAIN and Social Identity Mapping
14:00 Global Outreach

* 14:30 Business Plan

* 15:00-15:30 Tea break

» 15:30 Discussion



DISCUSSION

Heather Flanigan, REFEDS & NSRC
Nicole Harris, REFEDS & GEANT
Brook Schofield, GEANT

Terry Smith, AAF



EDUROAM, EDUGAIN AND
SOCIAL IDENTITY MAPPING

Brook Schofield, GEANT
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ed uroam y ed u GAI N an d Networks - Services - People

Social Identity Mapping

Brook Schofield
eduGAIN Product Manager
GEANT

Hong Kong
1st August 2016



The computer lab
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Image URL: http://www.epicycle.org.uk/weblog/2003/feb2003-2.htm Image URL: http://encyclopedia2.thefreedictionary.com/modem
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eduroam Infrastructure S irohas

WiFi

Access Point User

DB

- Trust based on national policy
- Security based on 802.1X/RADIUS

_> signaling

data

- VLAN assignment to separate users



Where is eduroam?? S irohas

B eduroam
[] Pilot
1
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eJuroam
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eduroam in Asia/Pac

5 production deployments

Kenya, Morocco, Uganda
South Africa, Zambia

- 7 pilot deployments
Nigeria, Senegal, Algeria, Egypt,
Sudan, Tanzania, Tunisia.

uuuuuuuu
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Back into the computer lab




The Situation on Campus:
Lots of Applications

- More applications for students and researchers

- Applications require authentication and
authorization

uuuuuuuu



Solution #1: LDAP

- Centralised Password &
Account Storage

- Re-use of Accounts/Password
across applications

- Focus password security at
one location

- One account for all applications

Image URL: http://www.volkanoransoy.com/
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Solution #2: Web Single Sign-On

-(ge%[ggl)sed Account Login

- Re-use of Accounts across
applications without another
login (while your session is
valid)

- No Man-in-the-Middle
password attack from LDAP
connected applications

- Still limited to the campus...

uuuuuuuu

Shibboleth.
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|dentity Federations: World Wide
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No Interconnection between
federations




Global Authentication /INfrastructure

eduGAIN

e




e
eduGAIN: Global Authentication

INfrastructure

 Contribute the valuable resources from your federation to a
global pool
* Services:
* Free
* Licenced F eder a0 14 — Research Project SPs
- Project Specific CoutryA 7 FederstionA 1
ectop 7o) @
* People: (= —
 Allow everyone to participate

B
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eduGAIN & Federation Status

Tl "&—I -
o~

C

"’wr

March 2016 L 4 B 38 eduGAIN Members Bl 8 Candidate Federations
O 5 Joining eduGAIN [ 10 Known Federations



ldentity Federations

and Africa
» eduGAIN Participant / Joining

- None »

- eduGAIN Candidate
« South Africa

- Pilot/Known Federations
Morocco = edulDM
Zambia (supported by SURFnet)

« NgREN Federation E eduGAIN Member
Joini duGAIN
- WACREN EdulD B Cc;zlc;]igaieuFederation

[] Pilot Federation
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ldentity Federations
and Asia/Pacific

- eduGAIN Participant / Joining

- Australia (AAF),
Japan (GakuNin),
NZ (Tuakiri)

- eduGAIN Candidate
* India (InFed)

- Pilot/Known Federations
« China (CARSI + CSTNet CloudFed
- Hong Kong + Macau (HKAF)
- Malaysia (SIFULAN)
B eduGAIN Member

e Singapore (SGAF) [ Joining eduGAIN

; Pl B Candidate Federation
* Taiwan () [ Pilot Federation

>
"I
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Federation Development Criteria

v * Name, Webpage, Metadata Feed
» Policy for IdPs & SPs

» Metadata Registration Practice Statement J

 Declaration Signed, Metadata Feed
Validated

APAOlemS'




We're here to help...

APA@ edugain@geant.org



Social Identities...




A family of services

e(iu roam

“eduGAIN



GLOBAL OUTREACH
AND PARTICIPATION

Nicole Harris, GEANT
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Lots of federations...
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44 Production Federations
17 Pilot Federations

APANYZ




7/, REFEDS

“the voice that articulates the mutual needs of research and
education identity federations worldwide”
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refeds.org

o

", REFEDS

Happy 10th Birthday REFEDS | mescvore. |

\ J \ ) \ )

Support Documents The REFEDS Community Unlocking Attributes
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REFEDS vs eduGAIN

APANYZ

REFEDS

Support for Enabling

establishing federations
national to

federations interfederate




With thanks to our sponsors

’# REFEDS

Platinum Sponsors
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Gold Sponsors

X RENATER @57 SVITCH

Sliver Sponsors
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Bronze Sponsors
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e
To Do....

Sign-up to the mailing list:
Tell us about your federation and add to the map:
Give us your metadata feed for MET:

Come to our meetings and participate!

uuuuuuuu
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What do we do?

ENTITY
CATEGORIES

FEDERATION

TEMPLATES

MONITORING

A
g
< <
5 3
| 3
2
o
)
N
3
g

APANYZ

FIMAR / SIRTFI

SPECIFICATIONS
AND SCHEMAS




What do our users want us to do

User Friendliness

Homeless Users

Different Levels of Assurance
Community based authorization

Flexible and scalable attribute
release policies

Attribute Aggregation & Account

Linking

Federation solutions based on open
and standards based technologies
Persistent & Unique User Identifiers
User managed Identity Information

. Up to date identity information

11.
12.

User groups and roles
Step up authentication

Browser and non-browser based
federated access

Delegation
Social media identities

Integration with e-Government
infrastructures

Service Provider Friendliness
Effective Accounting
Policy Harmonization

Federated Incident report
Handling

Sufficient Attribute release

Awareness about R&E
Federations

Semantically harmonized identity
attributes

Simplified process for joining
identity federation

Best practices for terms and
conditions




REFEDS Training Log

Training Matenals
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e
New Year’s Resolutions

//
7/ REFEDS

x« x 20710 « «

NEW YEAR'S
N resoLuTions P&

TOP 6 RESOLUTIONS

li&l :



YEARS

APANYZ
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Attribute Release

https://wiki.refeds.org/display/ENT/Guidance+on
+justification+for+attribute+release
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Reasons to Release Data (UK)

CONSENT The data subject has unambiguously given his consent.

CONTRACTUAL Processing is necessary for the performance of a contract to which
the data subject is party.

LEGAL OBLIGATION Processing is necessary for compliance with a legal obligation to
which the data controller is subject.

VITAL INTEREST Processing is necessary in order to protect the vital interests of the
data subject.

PUBLIC INTEREST Processing is necessary for the performance of a task carried out in
the public interest or in the exercise of official authority vested in the
controller or in a third party to whom the data are disclosed.

LEGITIMATE Processing is necessary for the purposes of the legitimate interests
INTERESTS pursued by the controller or by the third party or parties to whom
Apgfy’f‘gzi the data are disclosed.




e
[/ Step Plan

-1 1 . -
_

e Check that Legitimate Interestsis the best approach,

e Qualify the legitimacy of the request - lawful, clearly
articulated, real need.

* Determine whether the processingis necessaryto
achieve the goal,

APANYZ




e
[/ Step Plan

¢ Balance the data controller’s needs against the interests of the
subjects.

¢ |dentity safeguards you can put in place (tech design etc).

¢ Demonstrate (publish) compliancy.

: \ » a
B \ - '
_

e Allow the user to opt-out.




NSRC

Network Startup Resource Center

The NSRC cultivates collaboration among a community of peers to build and
improve a global Internet that benefits all parties. We facilitate the growth of
sustainable Internet infrastructure via technical training and engineering

assistance to enrich the network of networks.

Our goal is to connect people.

WWW.NSrc.org
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