April 12 2018

Attending: Tom B, Joe S, Hannah S, Shannon R, Francisco M, Brett B, Alan B, Brook S, Pal A,
Romain W

Proposed agenda
1. Agenda bash
2. Open discussion of needs that WG members think the WG should address
a. Mapping of Sirtfi tag and security contact info for OIDC
3. Review/adjust current work plan
4. Seek consensus on the registry we've been discussing
a. Hannah update from AARC meeting. (from NeilsvD = A Community Tagging Pilot
will be implemented soon in AARC to allow communities to identify entities that
conform with a specific framework, use cases include RAF, R&S and Sirtfi.
Specifically being developed for the LifeScience community to be able to identify
extra IdPs who are R&S compliant in order to use RCAuth.)
5. Next call

Item 2.

e Need a procedure for all orgs to follow for fed incident response. Tabletop testing.
Should Sirtfi do that? AARC, eduGain? Build on AARC doc from a year ago. Bridge
between fed ops and CISOs. Orgs are increasingly outsourcing their security operations,
making it harder still to bridge. Eg TF-CSIRT doesn’t have fed in their scope, no venue at
which to engage them.

[Al] Tom speak with Nicole about the getting AARC doc baked and adopted by REFEDS

Incident Response Simulation slides, Mar. 2018:
https://hshort.web.cern.ch/presentations/20180411%20I1R%20Test%20Results.pptx.pdf

Incident Response Simulation report, Feb. 2018:
https://aarc-project.eu/wp-content/uploads/2018/04/20180326-Incident-Simulation-Report.pdf
Proposed procedure, Dec. 2016:
https://aarc-project.eu/wp-content/uploads/2017/02/DNA3.2-Security-Incident-Response-Proced

ure-v1.0.pdf

e Maintenance of security contacts (and others as needed...). Testing of currency. This is
within a current Geant task.

[Al] Pal check with Mario about Sirtfi WG may help somehow

e Sirtfi in OIDC. Need a schematic solution, or can a separate repository suffice? Would
the registry we are discussing do the trick? Make Sirtfi federation technology agnostic.


https://wiki.refeds.org/display/GROUPS/SIRTFI
https://docs.google.com/document/d/1wh2SQU62zDRwlJLPFgwxmRnIq7IiVgPf76XI97Hzt80/edit?usp=sharing
https://docs.google.com/document/d/1wh2SQU62zDRwlJLPFgwxmRnIq7IiVgPf76XI97Hzt80/edit?usp=sharing
https://hshort.web.cern.ch/presentations/20180411%20IR%20Test%20Results.pptx.pdf
https://aarc-project.eu/wp-content/uploads/2018/04/20180326-Incident-Simulation-Report.pdf
https://aarc-project.eu/wp-content/uploads/2017/02/DNA3.2-Security-Incident-Response-Procedure-v1.0.pdf
https://aarc-project.eu/wp-content/uploads/2017/02/DNA3.2-Security-Incident-Response-Procedure-v1.0.pdf

e Registry and Sirtfi v2 IdP proactive notification (triggering a response, not necessarily
processing it).

Item 4.
e Aggregation is a key role for the registry

[Al] Tom invite Niels to upcoming meeting to discuss his community tagging system, metadata
decoration.



