~

AA RC Authentication and Authorisation for Research and Colla on

Incident Response
Sirtfi present, future and pilots

Hannah Short
NA3.2 Task Lead
CERN-IT

CE/RW
\
Ny

AARC Meeting, Utrecht
24t May 2016



Agenda @RC

What have we done this year?

e Training
e Events

What will we do next year?

e Deployment
e DNA3.2
e Events

Some blue sky thinking...

<(AA RC https://aarc-project.eu



Sirtfi (AA RC

FIMA4R Paper .

Security for Collaborating Infrastructures (SCI) .
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AARC

What have we done this year?

* |t's been quite a busy year...

e AARC took on the Sirtfi work from the REFEDS WG 2 REFEDS

4 Consultations

international
preseiitations

* Big milestone was Sirtfi v1.0, which was published
early 2016!

Training Pack

* We have been presenting the framework

* We have created training material

.

Sirtfi is ready to go!

* Now we are ready to deploy

(@ARC https://aarc-project.eu



What have we done this year? AARC
Training Material

Public Facing Site Additional Background Material

e Sirtfi Brochure o  Blog post

* The framework: Sirtfi v1.0 ,

. General FAQs * |SGC Proceedings paper (TBC) — thank you
so much for the feedback and input |
received!

Technical Wiki * Poster

* Federation Participants Guide * Logo

* Recipe for adoption
* Federation Operators Guide
* Whitelisting metadata extensions If you notice gaps or
* Metadata aggregates .
* Coordinating adoption 'mprovements _ please
* Choosing a Sirtfi Contact speak up!

* Technical FAQS

<(AA RC https://aarc-project.eu



What have we done this year?

Training M

aterial
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Q\ARC

A Security Incident Response Trust Framework for Federated Identity

Sirtfi

The Security Incident Response Trust Framework for Federated Identity (Sirtfi) provides a mechanism to identify trusted, operationally
secure eduGAIN participants and facilitate effective incident response collaboration. Sirtfi has been developed with input from identity

Federation communities worldwide and ai

ims to provide a scalable safeguard against inevitable future attacks

Is your organization part of an identity federation?

Make security a priority by adopting Sirtfi

The problem

The qualty of operationsl
o The

The Problem: organizations are choosing to opt out of
@duGAIN, or block authentication, due to lack of trust

The solution

The Solution: a Trust Funww{

Why should | join?

How can 1}
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SIRTFI Home

Created by Nicole Harris, last modified by Hannah Short on Apr 13, 2016

Welcome to the Sirtfi Technical Wiki

Sirtfi is the Security Incident Response Trust Framework for Federated Identity.

For background information on Sirtfi please visit the Sirtfi Homepage.

Where to start?

Federations

Our Work

About Q

REFEDS > SIRTFI

The Security Incident Response Trust Framework for Federated Identity (Sirtfi) aims to enable the coordination of incident response across federated organisations. This assurance

framework comprises a list of assertions which an organisation can attest in order to be declared Sirtfi compliant. Visit our Wiki to discover how your organisation can prepare itself for

Federated Incident Response with Sirtfi.

REFEDS' Sirtfi Working Group has been active since 2014 and combines expertise in operational security and incident response policy from across the REFEDS community. Work to pub-

lish and implement the Sirtfi Trust Framework is supported by the AARC Project.

Benefits

Why should | join? What are the Benefits?

Sirtfiv 1.0

View the Sirtfi Framework

FAQs

Need help?

£+ Tools ~

pants
tors




What have we done this year? (AA RC

* Interest from international audiences
* Requested to present to the Kantara Identity Assurance Working Group

* Discussions moving beyond FIM world, talking with SWITCH Security and TF-CSIRT

EWTI (European Workshop on Trust and Identity Vienna 01 Dec 2015
ISGC (International Symposium on Grids and Clouds) Taiwan 15 Mar 2016
Kantara IAWG, Videoconference UsS 07 Apr 2016

TF-CSIRT Riga 12 May 2016

(AARC https://aarc-project.eu /



What will we do next year?
Deployment - Pilots

AARC

<(AA RC https://aarc-project.eu

Our pilot federations:
* CSC
* SURFconext — bulk adoption by IdPs!

* SWITCH — “By fall 2016 we want to
have all IdP/ SP SIRTFI compliant”

* WAYF

Sirtfi is also being incorporated into
other projects, e.g. CERN Cloud &
CiLogon Pilot



What will we do next year?
Deployment - Transition to GN4

-

AARC

* GN4 will take over to move Sirtfi to TRL “Late-
stage-pilot”, level 7

* Federation Operator support work will shift
to the GN4 project

* Federation Participant support will partially
remain an AARC task

e Concrete aims

1. Push for wide-scale adoption at both hub-and-
spoke and full-mesh federations

2. Push for adoption at key e/r-infrastructures

3. Troubleshoot propagation problems (i.e.
metadata filtering)

4. Define and test KPlIs

5. Add Sirtfi to Highly Recommended eduGAIN
practices

System Test, Launch
& Operations

System/Subsystem
Development

Technology
Demonstration

Technology
Development

Research to Prove
Feasibility

Basic Technology | |

Research

™ NASA/DOD Technology Readiness Level

Actual system “flight proven” through successful
mission operations

Actual system completed and “flight qualified”
through test and demonstration (Ground or Flight)

System prototype demonstration in a space
environment

System/subsystem model or prototype demonstration
in a relevant environment (Ground or Space)

Component and/or breadboard validation in relevant
environment

Component and/or breadboard validation in laboratory
environment

Analytical and experimental critical function and/or
characteristic proof-of-concept

Technology concept and/or application formulated

Basic principles observed and reported

(@ARC https://aarc-project.eu
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What will we do next year? AARC
DNAS3.2 Incident Response Procedure

* Sirtfi will form the basis for the “Generic Security Incident Response Procedure for
Federations”

+ Due in Month 20, e January 2017 R

DNA1.1 Summary of main dissemination activities, main achievements of AARC for and NA1 GEANT 23
Exploitation Report

DNA2.1 Report on the identified target groups for training and their requirements NA2 GEANT 3
. ft pl df
D ra p a n n e O r AUt u m n DNAZ2.2 Training material on main technical and policy concepts of federated access NA2 GEANT 5
DNA2.3 Training material targeted to Resource and Service Providers NA2 csc 9
® Wi I I n eEd to eX pa n d O n Si rtfi to i n C | u d e DNAZ2.4 Training material targeted to Identity providers NA2 GARR 14
* Workflows for incident scenarios o | _ -
DNAZ3.1 Differentiated LoA recommendations for policy and practices of identity and N3 csC 23
* Interaction with existing policies attribute providers
[ J
o0 DNA3.2 Generic security incident response procedure for federations NA3 CERN 20

NSO TSSO T T TG TG o T T OST VG O TGy L e e v wrw =

sustainable services

* Watch this space for requests for input!

(@ARC https://aarc-project.eu 0



What will we do next year? AARC
Events

* Moving away from theory and towards proof-of-concept presentations

* The security workshop at ISGC proved an interesting exercise and it would be worth
repeating ©

* Much of this outreach work will be moved to GN4

TNC-16 Prague June 2016
TechEx16 Miami September 2016
TF-CSIRT Zurich October 2016
GN4 ? December 2016
EWTI ? December 2016

a’(AARC https://aarc-project.eu 11
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Blue sky thinking... AARC

Various tools could help support Sirtfi

* Sirtfi-filtered eduGAIN metadata, handled by Federation Operators
* A dashboard of Sirtfi contacts for quick lookup during an incident
* Self-Assessment tool to distribute Sirtfi Assessments and monitor adoption

* Testing framework to monitor response time in mock-incidents (or real!)

QA RC https://aarc-project.eu



Blue sky thinking... AARC

Various tools could help support Sirtfi

e Sirtfi-filtered eduGAIN metadata, handled by Federation Operators — New AARC Pilot

* A dashboard of Sirtfi contacts for quick lookup during an incident — GN4
* Self-Assessment tool to distribute Sirtfi Assessments and monitor adoption - ??

 Testing framework to monitor response time in mock-incidents (or real!) — GN4

QA RC https://aarc-project.eu



Thank you
Any Questions?

hannah.short@cern.ch

AARC

https://aarc-project.eu
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