Assurance Working Group

This working group has been closed down by the end of 2023 with the publication of the updated specifications.

Overview

The REFEDS Assurance WG was established in 2016 to address the needs in Research & Education (R&E) of defining a minimal degree of identity and
authentication assurance. After successful community consultations, the first version of the REFEDS Assurance Suite was published in 2017 and 2018,
being comprised of the REFEDS Assurance Framework (RAF), the REFEDS Single Factor Authentication Profile (SFA) and the REFEDS Multi Factor
Authentication Profile (MFA).

Although the REFEDS Assurance Suite specification is, in itself, considered as complete, there are various aspects which still remain unaddressed. An
informal report (Work in Progress) addressing these aspects has been drafted which is accessible here:

https://docs.google.com/document/d/1ePycgAVayKEgkkJLUiHxtXOcH60r5DTq9r9gnFn4dRU/edit?usp=sharing
The goal as of 2021 of this working group is to
® revisit and modernize the specifications (formal review)
© The finished REFEDS Assurance Framework (RAF) v2.0 is published at https://refeds.org/assurance
© The finished REFEDS Multi-Factor Authentication (MFA) v1.2 is published at https://refeds.org/profile/mfa
® ensure test facilities are in place to enable adoption
© Published at FAQ/Supporting Materials: RAF (identity assurance)

To participate in the group please sign up to the mailing list. There is also a slack channel in the eduGAIN space (https://edugain.org/slack #assurance)

Chair

® Kyle Lewis (2023)

Earlier chairs

® Jule Ziegler (2020-2022)
® Mikael Linden (2016-2018)

Chair MFA Subgroup

® Fredrik Domeij (2021-2023)

Regular WG Calls

Regular biweekly Assurance WG Calls will continue in 2021. They start as of January 14, 2020 at 16 CET, UTC+1 (even calendar weeks). All calls has
ended due to that the working group has concluded it work.

Meeting notes are captured in gdoc.

Work Items

Ideas for work items for the group:

® Engage with eduGAIN service task for assurance test capabilities within eduGAIN Attribute Release Check (https://release-check.edugain.org/)
© At the same time NIH is also building a testing tool

® Investigate NIST 800-63 ver. 3 requirements on Identity Assurance (IAL) and decide about providing a second version of REFEDS RAF

® Revisit MFA Profile

® Finalize logos for Assurance, R&S, CoCo specifications

Terms
The following terms apply to all REFEDS Working Groups:

1. When a working group is agreed, REFEDS Participants will be asked if they wish to participate. Working Groups tend to be small, so consensus
can be achieved quickly between participants.

. A chair for the group is chosen from the REFEDS Participants.

GEANT association provides facilities for the working group, including meeting support, wiki space, mailing lists and, where appropriate, funding.

. An appropriate output from the group is produced. Currently, this is typically a draft white paper or a wiki page.

. When the Working Group is in agreement, the chair shares the outputs with the wider REFEDS community with an open period for discussion and
comment. This is typically a period of 4 weeks, but may be longer if appropriate.

. After this period of time, the REFEDS Steering Committee signs off on the work item. Work is either written up as a formal white paper, left on the
wiki but promoted as finished work or occasionally submitted as an Internet Draft.
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https://docs.google.com/document/d/1ePycgAVqyKEqkkJLUiHxtXOcH6Or5DTq9r9gnFn4dRU/edit?usp=sharing
http://REFEDS Assurance Framework
https://refeds.org/profile/mfa
https://wiki.refeds.org/pages/viewpage.action?pageId=31982150
https://lists.refeds.org/sympa/info/assurance
https://edugain.org/slack
https://docs.google.com/document/d/1tzhhGcMYd1DlwewPwwjeFg8MdcSWX26tPxeY7zwPNRw/edit?usp=share_link
https://release-check.edugain.org/

Deliverables

® published in Assurance space

Previous Public Consultations

Consultation: REFEDS Assurance Framework (RAF) v2.0 (June-August 2023)
Consultation: MFA Profile v1.2 (May-June 2023)
Consultation: MFA Profile v1.1 (November 2022 - January 2023)
second public consultation (May-June 2018)
© REFEDS Assurance Framework
O Single-Factor authentication profile
® first public consultation in (April-June 2017)
© REFEDS Assurance Framework (pdf)
© Comments received and working group resolutions

Previous working documents (all work is concluded)

® REFEDS Assurance Framework v2.0 (WG final proposal)
® REFEDS MFA Profile
® Pilot on RAF, SFA and MFA (spring 2018)

© Pilot charter

© RAF values available from IdPs

© Configuration example

© Pilot final report

Working group calls

Current meeting notes (since 2020) are captured here: https://docs.google.com/document/d/1tzhhGcMYd1DlwewPwwjeFg8MdcSWX26tPxeY7zwPNRw
ledit?usp=share_link

Earlier calls

13.7.2016
30.8.2016
12.9.2016
3.10.2016
17.10.2016
31.10.2016
14.11.2016
5.12.2016
9.1.2017
23.1.2017
6.2.2017
29.6.2017
7.7.2017
11.9.2017
25.9.2017
23.10.2017
20.11.2017
4.12.2017
18.12.2017
8.1.2018
22.1.2018
12.2.2018
26.2.2018
12.3.2018
23.3.2018
4.4.2018
23.4.2018
25.6.2018
2.7.2018
27.8.2018

Pilot calls

19.2.2018
5.3.2018
19.3.2018
3.4.2018
16.4.2018
2.5.2018
14.5.2018


https://wiki.refeds.org/display/ASS/Assurance+Home
https://wiki.refeds.org/display/CON/Consultation%3A+REFEDS+Assurance+Framework+%28RAF%29+v2.0
https://wiki.refeds.org/display/CON/Consultation%3A+MFA+Profile+v1.2
https://wiki.refeds.org/display/CON/Consultation%3A+MFA+Profile+v1.1
https://wiki.refeds.org/display/CON/Consultation%3A+REFEDS+Assurance+Framework+round+2
https://wiki.refeds.org/display/CON/Consultation%3A+REFEDS+SFA+Profile
https://wiki.refeds.org/download/attachments/22544423/REFEDS-Assurance-Frameworkv1.0.pdf?version=1&modificationDate=1492686581984&api=v2
https://docs.google.com/document/d/1_30AeM1zUySTcRmfva66y2WVfKDkroEzPQg1k-vDpMY/edit
https://docs.google.com/document/d/199sP4202DR8NjoN7KDlrcqPZ7xgB7-S4Bv5l-zgmZ1A/edit?usp=share_link
https://wiki.refeds.org/display/GROUPS/MFA+Subgroup
https://wiki.refeds.org/display/GROUPS/Pilot+on+RAF+and+SFA
https://wiki.refeds.org/display/GROUPS/RAF+pilot+values+and+IdPs
https://wiki.refeds.org/display/GROUPS/Pilot+resources
https://wiki.refeds.org/display/GROUPS/RAF+pilot+final+report
https://docs.google.com/document/d/1tzhhGcMYd1DlwewPwwjeFg8MdcSWX26tPxeY7zwPNRw/edit?usp=share_link
https://docs.google.com/document/d/1tzhhGcMYd1DlwewPwwjeFg8MdcSWX26tPxeY7zwPNRw/edit?usp=share_link
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2016-07-13
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2016-08-30
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2016-09-12
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2016-10-03
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2016-10-17
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2016-10-31
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2016-11-14
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2016-12-05
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-01-09
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-01-23
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-02-06
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-06-29
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-07-07
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-09-11
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-09-25
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-10-23
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-11-20
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-12-04
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2017-12-18
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-01-08
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-01-22
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-02-12
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-02-26
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-03-12
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-03-23
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-04-04
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-04-23
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-06-25
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-07-02
https://wiki.refeds.org/display/GROUPS/REFEDS+assurance+vc+2018-08-27
https://wiki.refeds.org/display/GROUPS/Pilot+vc+2018-02-19
https://wiki.refeds.org/display/GROUPS/Pilot+vc+2018-03-05
https://wiki.refeds.org/display/GROUPS/Pilot+vc+2018-03-19
https://wiki.refeds.org/display/GROUPS/Pilot+vc+2018-04-03
https://wiki.refeds.org/display/GROUPS/Pilot+vc+2018-04-16
https://wiki.refeds.org/display/GROUPS/Pilot+vc+2018-05-02
https://wiki.refeds.org/display/GROUPS/Pilot+vc+2018-05-14

Resources

Assurance Working Group Update (REFEDS 47, 11 Oct 2023)

REFEDS Assurance Framework (RAF) 2.0 - It's almost there! (TechEx 23, 20 Sept 2023)
REFEDS Assurance Framework Update (REFEDS 46, 9 June 2023)

Assurance in Action! The Evolution of the REFEDS Assurance Framework (TechEx 22, 7 Dec 2022)
REFEDS Assurance Framework Update (REFEDS 45, 5 Dec 2022)

Webinar on REFEDS Assurance Suite 13 December 2018 (stream, slides)

Presentation on Internet2 2018 Technology Exchange 16 Oct 2018

Presentation in AARC All-hands meeting 11 Apr 2018

Presentation in AARC Infoshare 24 May 2017

Presentation in InCommon assurance call 4 Jan 2017

AARC LoA task documents

IGTF Levels of Authentication Assurance

Baseline Expectations for Trust in Federation

InCommon Multi-Factor Authentication WG final report


https://wiki.geant.org/download/attachments/633275535/20231011-refeds_assurance_framework_v2.pdf
https://wiki.refeds.org/download/attachments/44958331/20230820-lewis-REFEDS%20Assurance%20Framework%20v2.pptx.pdf?version=1&modificationDate=1697790271536&api=v2
https://docs.google.com/presentation/d/1FZE_ET3VEhBYjOo8eDYWh8JdVhynYUhzah-fXGtI13Y/edit?usp=drive_link
https://wiki.refeds.org/download/attachments/44958331/Assurance%20at%20Internet2%20TechEx%202022.pdf?version=1&modificationDate=1697790045790&api=v2
https://refeds.org/wp-content/uploads/2022/12/REFEDS-Meeting-2022-Assurance.pdf
https://www.youtube.com/watch?v=N8qn6DzZwH8
https://docs.google.com/presentation/d/1MBMKvbK2jAkcUPWMFoy1RAZmy9TUKYSsR2lq96GPG54/edit
https://meetings.internet2.edu/2018-technology-exchange/detail/10005176/
https://aarc-project.eu/wp-content/uploads/2018/04/RAF-update-AARC-AHM-Apr2018.pdf
https://docs.google.com/presentation/d/1RFrlm6pwUEiS0BT3aTocdWE4Dyfm7x7Hy5frAT8hFUU/edit
https://spaces.internet2.edu/x/xgNhBg
https://wiki.geant.org/display/AARC/LoA+-+Level+of+Assurance
https://www.igtf.net/ap/authn-assurance/
https://spaces.internet2.edu/display/InCAssurance/Baseline+Expectations+for+Trust+in+Federation
https://spaces.internet2.edu/display/MIPWG/MFA+Interoperability+Profile+Working+Group+Home
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